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depepaumm No pasBUTUIO MHAPOPMALMOHHOrO obLlecTBsa MeToaMyeckne pekomeHgauum o
pasMmeLleHnn Ha MHAPOPMALMOHHBLIX CTeHAax, ouumarnbHbIX UHTEPHET-canTax u Apyrux
MHPOPMALMOHHBLIX  pecypcax obuweobpa3oBaTenbHbIX OpraHu3auMi UM OpPraHos,
OCYyLLEeCTBNALWNX YyrpaBrneHne B cdepe obpasoBaHus, MHGpopmaumm O 6Ge3onacHoOM
noBeaeHUM N ncnonb3oBaHun cetn "MIHTepHeT".
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MpunoxeHwne
METOOMYECKMUE PEKOMEHOALIUA
O PASMEWEHN HA UHO®OPMALIMOHHbIX CTEHOAX, O®PULUATIbHbIX
UHTEPHET-CAUTAX U OPYI'MX UHO®OPMALIMOHHBLIX PECYPCAX
OBLLEOBPA30BATENbHbLIX OPFTAHU3ALIUA U OPFAHOB, OCYLLECTBNAIOLLKUX
YNPABJIEHUE B CO®EPE O6PA30OBAHUA, UHOOPMALIMA O BE3OIMNACHOM
NMOBEAEHUU N UCNOJIb3OBAHUU CETU "MHTEPHET"
okcnepTamn n uyneHamun BpemenHHon komuccum CoseTta Pepepaumm nNo  pasBUTUIO
MHOPMaLUMOHHOro obLlecTBa B paMKax BbINOSIHEHMS PEKOMEHOAUMn napramMeHTCKUX
cnywaHun "AkTyanbHble BOMPOCHLI obecnedyeHusi Ge3onacHOCTU M pasBUTUS OeTen B
MHPOPMaLMOHHOM NpocTpaHcTBe", koTopble npownn B CoBete degepaumn 17 anpens
2017 r., Obinun paspaboTaHbl MeToOMYECKME pPEKOMEHOAUMM O pasMeLueHun Ha
NHGOPMAaLMOHHBIX CTeHAaXx, opuLmanbHbIX MHTEPHET-CanUTax 1 apyrnx MHOOPMaLUNOHHbIX
pecypcax obLieobpasoBaTenbHbIX OpraHM3aLumnin U1 OpraHoB, OCYLLIECTBIISIOLWMX YNpaBneHne
B cthepe obpasoBaHus, nHpopmaumm o 6e3onacHoOM NoBeLEHUN U UCMONb30BaHUN CETU
"IHTepHeT" (ganee - MeTogmyeckme pekoMmeHgaummn).
MeToguyeckne pekoMeHOauuu HanpaefeHbl Ha KayYeCTBEHHOE MOBbIWEHWE YPOBHS
NHOPMAaLUNOHHON AeATenbHOCTM o00Llleobpa3oBaTenbHbIX OpraHM3auui W OpraHos,
OCYLLECTBNALWNX YynpaBneHne B cdepe o06pasoBaHMs, B 4acTu WMHGOPMUPOBAHUS
yyalmxcs, ux pogutenen (3akoHHbIX NpeacTtaBuTenen) n negarormnyecknx paboTHMKOB 06
OCHOBHbIX acrnekTax MHopMaLunoHHON 6e30nacHOCTH.
MeToguyeckne pekoMmeHgauum no3BonAT o0buweobpasoBaTefibHbIM OpraHM3aumnsmMm u
opraHam, OCYLLECTBISKOLWMM ynpaBrneHne B cdepe obpasoBaHud, akTyanuanpoBaTb YXXe
ncnonb3yemble U pasmeleHHble MHPOPMaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTL UX B
cnyyae ux OTCYTCTBUSA C y4ETOM Fy4dLINX NPakTUK U peKoMeHZauumn.
B pamkax meToguyecknx pekomeHaaunmn paccMmaTpmBaroTCcs cnegyowmne MHCTPYMEHTDI:
1. NHPOPMALMOHHbIE CTEHAPI,
2. obmumarnbHble UHTEPHET-PECYPChl;
3. cpeactBa MaccoBOW WMHopMaumm (LIKOMbHbIE ra3eTbl, Negarormdeckme u3gaHus u
Apyrue).
MUHdopmaumoHHble cTeHAbI
Ha nHdopmaumoHHbIX cTeHaax B 0bLeobpasoBaTefibHbIX OpraHn3aumsax, pacnosiokKeHHbIX
B bore yypexaeHun n B KabumHeTax, OCHaLLEHHbIX NepcoHarnbHbIMKU YCTPOUCTBAMU OIS
BbiIxoga B ceTb "HTepHeT", pekomeHOyeTcs pasMecTuTb UHAPOPMALMOHHbIE MNAMATKM,



copgepXallime OCHOBHble COBeTbl MO obecnedyeHnto MHOPMaLMOHHON 6e3onacHOCTU
yyaLLmnxcs.
B npunoxeHun N 1 K MeTOAMYECKMM pEKOMEHAAUMSAM NpeacTaBrieH obpasew, NnaMaTkn 4ns
pasmeLleHns Ha MHPOPMaLIMOHHbIX CTEHAAX.

CpeactBa maccoBou UHcpopmauum
B cpeacteax maccoBoW  MHOpMauUUKW,  OPUEHTUMPOBAHHbIX Ha  oby4varoLmxcs,
pekoMeHayeTcss B TeyeHue yd4ebHoro roga peryndpHo nybnukoBaTb WMHE(OPMAaLMOHHbIE
MaTepuarnbl, NOCBSILLEHHble OTAEerNbHbIM acnektaMm WHgopMaunoHHon 6GesonacHocTun, a
TaKke pasnuyHble NnamaTkM obLLero xapakrepa.
B cpeaoctBax maccoBon  MHGOpMaUUKM, OPUEHTUMPOBAHHLIX Ha  MNefarornyeckyro
00LWEeCTBEHHOCTb, PEKOMEHAYETCA B TEYEHME KaneH4apHoro roga perynspHo nyénmkosaTb
NH(OPMaLUMNOHHbIE MaTepuarnsl, NOCBSALWEHHbIe OTAeNbHbIM acnekraMm MHOPMaLMOHHON
6e3o0nacHOCTM Kak HeCOBEepLUEHHOMETHUX, Tak U obweobpa3oBaTenbHbIX OpraHM3auumn, a
Takke pasnuyHble namsaTKn, 0630pbl HOPMAaTMBHO-MPABOBOrO PeErynMpoBaHus OaHHOW
cchepbl 1 MHOPMaLMIO O akTyarbHbIX MEPOMPUATUSX U COBLITUAX B JaHHOW cdepe.
B xone npoeeneHunsa EanHoro ypoka no 6esonacHoctn B cetu "MIHTEepHeT" pekomeHayeTcs
obecneunTb BbINYCK TeMaTU4eCKOro BbiMycka CpeacTBa MaccoBOWM WHAopMauuun nmbo
cepum nybnukaumin, cpeoum KOTOPbIX PacCMOTPeTb OpraHM30BaHHbIE MePONpPUATUS ANs
obyvatrowmxcsi, wux poauTenen (3aKoHHbIX npeacTaBuTenen) W - negarormvyeckon
0OLLLEeCTBEHHOCTM.

OdmumanbHble UHTEpHeET-pecypcbl
O6uweobpasoBaTenbHbiM  OpraHM3auusiM PEKOMEHOYETCSA Ha CBOMX odumumanbHbIX
NHTepHeT-pecypcax obecneunTb YHKLMOHNPOBAHME CaMOCTOATESNBLHOIO n
crneunanuampoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHOCTL", B pamkax KOTOpOro
npeagycMoTpeTb pasmMelleHme cregyrwemn nHpopmaumn:

dopmar

npeacraB/Ja€HUA
N| Paspes/moapasgen MaTepHuaJioB CopepxaHue MaTepuaJioB
PaameluatoTcs Konun JOKYMEHTOB, T.€.
CKaHWPOBAHHbIN BapnaHT AOKYMEHTA,
COOTBETCTBYHOLWMI TpeboBaHUAM K
napameTpam CKaHUPOBAHWSI.
JTokanbHble PaameluaoTca 4OKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernameHTUpytoLme opraHn3aumio n
chepe obecrneyeHnst paboTy C nepcoHasribHbIMU AaHHbIMMU,
MHGOPMaLMOHHON Konuu nnaHbl MEPONPUATUIN NO 0BecneveHnto
GesonacHocTu TOKYMEHTOB B MHopMaunoHHon 6e3onacHoCTH
1 .[o6yyatomxcsa dopmaTe *PDF  |oBGyyarowmxcs v gpyrue.
[My6nukytoTCs akTyanbHble CBe4EHUS O
besiepanbHbIX U perMoHanbHbIX
3aKOHax, MMCbMax opraHoB BNacTu n
npyrve HopmMaTMBHO-NpPaBOBbIE
NTOKYMEHTbI, perfiaMmeHTupytome
obecneyeHne NHpopMaLNoOHHON
©e30nacHOCTN HECOBEPLUEHHONETHUX.
Konun [lonyckaeTcsi BMECTO KOnum
HopmaTtuneHoe TOKYMEHTOB B pa3mMeLlaTb rmMnepcebifikm Ha
2.[perynupoBaHune dopmaTte *PDF |cOOTBETCTBYIOLINE OOKYMEHTbI HA




cCanTax opraHoB rocyapCTBEHHOW
BfacTu.

Pasmeluatotca metognyeckue
pekoMmeHaaumm 1 ykasblBaeTcsa

TekcT Ha MHJOPMaLNA O MEPONPUATUSX,
CTpaHuLe canTa [NpoekTax n nporpaMmmax,
Konuun HanpaBfeHHbIX Ha NOBbILLEHNE
Meparornyeckum TOKYMEHTOB B [MHCOOPMAaLMOHHOM rpaMOTHOCTU
3.JpaboTHMKaMm dopmate *PDF [negarormyeckmx paboTHUKOB.

Pasmellaetca nHgpopmaumoHHas
namsaTka (npunoxeHne N 2) n
yKa3blBaeTca nHopmMmaumsi o
MeponpuATUSX, NPOEKTaX U
nporpammax, HanpasfeHHbIX Ha

TekcT Ha noBblLWEeHNe NHPOPMaLIMOHHOMN
4. [Oby4varowmmcs CTpaHuLe canTa [rpaMOTHOCTM 0Dy4aroLmXCs.
Poautenam (3akOHHbIM
npeacTaBUTENAM) TekcT Ha Pasmellaetcs nHpopmarlmMoHHas
5.Jobyyatomxcs cTpaHuue canta [namsatka (npunoxeHune N 3).
PasmelLaetcs nugopmauma o
pekoMeHayeMbIX K UCMOMNb30BaHUIO B
y4yebHoMm npouecce 6esonacHbIX
[leTckne 6e3onacHble  |[TekCT Ha canTax, 6baHHepbl 6e3onacHbIX
6./canThbl CTpaHuLe canTa |[1eTCKMX CanuToB.

OpraHam, ocyulecTBRsOWMM ynpasrieHMe B cdepe obpasoBaHUs, pekoMeHOyeTcsl Ha
CBOUX odomumanbHbIX NHTepHeT-pecypcax obecneuntb JOYHKUMOHNPOBaHMe
CaMOCTOSITENTbHOIO U crneunann3npoBaHHoro pasaena "MingopmaunoHHas 6e3onacHocTb",
B paMKax KOTOPOro nNpeyCcMoTpeTb pasmelleHne cneaytowen nHpopmaumm:
MpunoxeHne N 1
NMAMATKA

ana osy4YAlLWmUxca os UHOOPMALIMOHHOW BE3OMNACHOCTU OETEU
HEJ1b3A
1. Bcem nogpsa coobuwiaTb CBOK YacCTHYHO MHopMauumio (Hactodwme ums, hamunuio,
TenedoH, agpec, HOMep LLKOSbI, a Takke poTorpadum cBOU, CBOEN CEMbU U OPY3EN);
2. OTKpbIBaTb BIIOXEHHbIE ddansbl 3NIEKTPOHHOM NOYThI, KOr4a He 3Haellb OThpaBuUTens;
3. NpybuTb, NpnanpaTtbCs, Oka3biBaTb AABEHME - BECTUN ceOs1 HEBEXNBO U arpeCCcuBHO;
4. He pacnopsbkancsa geHbramm TBOenW ceMbu 6e3 paspelleHus cTaplux - Bceraa
cnpawuBan pogutenen;
5. He BcTpeyvancsa ¢ IHTepHeT-3HakoMbIMU B pearibHOW XXU3HW - MOCOBETYMNCS CO B3POCHbIM,
KOTOpOMY fJoBepSeLlb.
OCTOPOXHO
1. He BCce nuwyT npaeay. Ymtaewws o cebe HenpaBay B MIHTepHeTe - coobLimn 06 3ToM CBOMM
poaMTENAM UMK ONEKyHaM;
2. MpurnawaroT nepenncebiBaTbCs, Urpatb, 0OMEHMBATLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konunpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. icnonbayi HacTponkn 6e30MacHOCTU U NPUBATHOCTU, YTOBLI HE NOTEPSATbL CBOW aKKayHTbI
B COLCETAX U Opyrnx nopTtanax.



MOXHO

1. YBaxawn gpyrux nonb3oBarernen;

2. Nonb3yewbca IHTEPHET-UCTOYHUKOM - enain CCbIfKy Ha Hero;

3. OTKpbIBaK TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;

4. O6waTbCa 3a MOMOLLbIO B3POCHbIM - POAUTENMX, OMEKYHbl U aAMWUHUCTpaUUsS CanToB

BCerga nomoryr;

5. Mponan obyyeHne Ha cante "CeTeBNYOK" 1 NOMAYYM NACnopT LMGPOBOro rpaxgaHunHa!
MpunoxeHne N 2

MHPOPMALIMOHHAA NAMATKA
ansA obYYHAKOLWKUXCA AnA PASMELLEHUA
HA OPULNATIbHbIX AHTEPHET-PECYPCAX

C kaxablM rogoM MOModexu B UHTEPHETEe CTaHOBUTbCH Borblue, a LIKOMbHUKU OOHWU U3

caMbIX aKTMBHbIX Monb3oBartenien PyHeTa. Mexay TemM, NMOMMMO OFPOMHOrO Konmyectsa

BO3MOXHOCTEN, WHTEPHET HeceT M npobnembl. OTa namsiTka LOSPKHA MNoMoyb Tebe

©e3onacHo HaxoauTbCs B CETH.

KomnbloTepHble BUPYChI

KoMnblOTEPHBIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMBIOTEPHbLIX NPOrpaMmm, OTANYUTESNBHON

OCOBEHHOCTbBIO KOTOPOM ABNAETCA CNOCOBHOCTb K pa3MHOXeHUI0. B AononHeHne K aTomy,

BUPYCbl MOryT MOBPeAUTb WIIM  MOSIHOCTbI  YHUYTOXUTb BCe aunbl W JaHHble,

NOAKOHTPOMbHbIE MOMb30BaTENO, OT WMMEHW KOTOporo Obinia 3anylweHa 3apaXeHHas

nporpaMmma, a Takke noBpeanTb UK Aaxe YHUYTOXUTb OMepPaLmMoOHHY0 CUCTEMY CO BCEMM

dannamm B Lenom. B 6onbLINHCTBE CnyyYaeB pacnpOoCTPaHAKTCA BUPYChl Yepesd MHTEPHET.

MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:

1. Ncnonb3yn coBpeMeHHble onepauuoHHble CUCTEMbl, MMEKLWMNE Cepbe3HbIN YPOBEHb

3aWMTbl OT BP€AOHOCHbIX Mporpamm;

2. [llocTtosHHO ycTaHaBnmMBan nayvtM (LMGPOBLIE 3annaTtky, KOTOpPble aBTOMATUYECKM

yCTaHaBnMBalTCA C Uenblo AopaboTku nporpammbl) U gpyrne OBHOBIEHUSI CBOEW

onepaumoHHon cuctembl. CkadmBam Mx TONbKO ¢ odmumanbHOro canta paspabotymnka OC.

Ecnun cywecTtByeT pexumMm aBToMaTU4eCcKoro 0OHOBMEHNS, BKIOYU €r0;

3. PaboTaln Ha cBOEM KOMMbKOTEPE NOA NpaBamMu NONb30BATENS, @ HE agMUHUCTpaTopa.

OTO He NOo3BOSMIUT BOSLLIMHCTBY BPELOHOCHLIX MPOorpaMMm MHCTanMpoBaTbCs Ha TBOEM

nepcoHanbHOM KOMIMbIOTEPE;

4. Vicnonb3y aHTMBUPYCHbIE MpPOrpamMMHble MNPOAYKTbl M3BECTHbLIX MPOU3BOAUTENEN, C

aBTOMaTMYeCcKUM OOHOBNEeHneM 0as;

5. OrpaHunyb om3nyeckmin 4OCTyN K KOMNbIOTEPY ANS NOCTOPOHHUX NN,

6. Ncnonb3yin BHELWHWE HOCUTENWN MHAOPMaLMK, Takue Kak dnewlka, gUCK nnu dann ms

WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKpbiBan KOMMNbIOTEPHbIE (hansibl, NOMyYEeHHbIE U3 HEHAOEXHbIX UCTOYHUKOB. [daxe

Te dhannbl, KOTOpPbIE NpUcnan TBOW 3HaKOMbIN. Jlyylle yTOYHWN y HEero, oTnpassisn fiv oH Tebe

nX.

CeTtn WI-FI

Wi-Fi - aTO He B1A nepegayn gaHHbIX, HE TEXHOMNOMNS, a BCcero nuwb 6peHa, mapka. Ewe B

1991 rogy HMaepnanackasi KomnaHus 3apermctpuponarna 6peng "WECA", yto o603Ha4ano

cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoanTcs Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn pfowna pApyrad abbpeBuatypa, KoTopas SABMNSETCA TakKoW Xe

TexHonornen. Ato abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObIIO 4AaHO C HAMEKOM Ha

CTaH4apT BbICLUEN 3BYKOBOW TeXHUKM Hi-Fi, 4TO B NnepeBoge o3HavaeT "BblCoKas TOYHOCTL".



[a, 6ecnnaTtHbIn MHTEPHET-AOCTYN B Kade, OTensx M aspornopTax ABNSETCS OTINYHOM
BO3MOXHOCTbIO BbIX04a B UHTEPHET. HO MHOrMe aKkcnepTbl CYMTAKOT, YTO OBLLEOCTYMNHbIE
Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMN.

CoBeTbl No 6esonacHocTn paboTbl B 06LenocTynHbix ceTax Wi-fi:

1. He nepegaBai cBOK NUYHYHO MHGOpMaLmMio Yepes obwenoctynHole Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAMTb Naponn 4OCTyNa, NOrMHbl U Kakne-To HOMepa;

2. Ncnonb3yn n OBHOBMAN aHTMBUPYCHblE MporpaMmmbl U GpaHamayep. Tem cambiM Tbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonbsosaHun Wi-Fi otkntoum dyHkumio "O6Lwmin goctyn K harnam n npuHtepam”.
[aHHasn PyHKUMA 3aKpbiTa MO YMOMYaHUIO, O4HAKO HEKOTOPbIE MOfb30BaTENN akTUBUPYIOT
ee ansa ynobcTea ncnonb3oBaHus B paboTte nnm yyeobe;

4. He ncnonbayn nybnuyHbin WI-FI ana nepefaym NnYHbIX AaHHbIX, HANnpMmep 4ns Bbixoda
B coUMarnbHble CETU UM B SNEKTPOHHYO NOYTY;

5. icnonb3yn ToNbKO 3awueHHoe coeanHenune yepes HTTPS, a He HTTP, T.e. npn Habope
Beb-agpeca BBOAM MMeHHO "https://";

6. B mobunsHoM TenedoHe oTknoun dyHkumio "MoaknoveHne k Wi-Fi aBTomaTtudeckun”. He
Aonyckan aBToMaTn4eckoro nogkntoYeHust yctponctaea k cetam Wi-Fi 6e3 TBoero cornacus.
CoumanbHble ceTu

CoumanbHble CceTn akTUBHO BXOASAT B Hally XXW3Hb, MHOrMe nogu paboTtatT v XUBYT Tam
NOCTOSsIHHO, a B Facebook yxxe 3apernctpmpoBaH Munnmapg YenoBek, 4To ABNSETCSA OQHON
ceabMON BCeX Xutenen nnaHeTsl. MHOrme nonb3oBaTenn He NOHUMAOT, YTO MHopMaLus,
pasMeLLleHHas UMW B COLManbHbIX CETAX, MOXET OblTb HangeHa M MCMNoSib30BaHa KeM
yrogHo, B TOM 4ucne He obs3atefnibHo ¢ 6narumm HamepeHusiMu.

OcHOBHble coBeTbl N0 6€30MacHOCTM B COUManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Apy3bsax HE AOSMKHO ObITb ClyYarHbIX N HE3HAKOMbIX
NMoaewn;

2. 3awmLlan cBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTty TBOero
POXOEHNSA U OPYIYIO NUYHYKO MHAOPMaLUIO. 3M0yMbILLIEHHUKA MOTYT UCNOMb30BaTb AaXe
MHOPMaLUIO O TOM, KaK Tbl U TBOM pOAUTENW NaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awmian ceoto penyTaumio - 4EPXM €€ B YNCTOTE 1 3adaBan cebe Bonpoc: XoTen 6bl Thl,
4YTOOLI Apyrve Nonb3oBaTeNnn BUAENN, YTO Thbl 3arpyxaewwb? [ogyman, npexae Yem YTo-To
onybnukoBaTb, HANUCaTb 1 3arpy3nTb;

4. Ecnn Tbl roBOpULLb C JIIOABMU, KOTOPbIX HE 3HaELUb, HE UCMOMb3Y CBOE pearibHoe UMSA U
APYryo NIMYHY MHpOPMaLUK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl N Npoyee;

5. N3beram pasmeuieHns gotorpacdun B IHTEpHETE, rae Tbl N300paXKeH Ha MEeCTHOCTH, MO
KOTOPOW MOXXHO OnpeaennTb TBOE MECTOMOSIOXKEHME;

6. MNpu peructpauumn B coumanbHOW ceTu HeobXo4MMO UCMONb30BaThb CIOXHbIE MApPOsv,
cocrosime n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. OAna couumanbHOW CeTW, NOYTbl M APYrMX CanWTOB HEOBXOAMMO WMCMOMb30BaTb pasHble
naponu. Torga ecnu Tebs B3NOMalT, TO 3MOYMbILWSEHHUKN MNOMyYyaT AOCTYM TOSMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE OEeHbMN - 3TO O4YeHb YAOOHLIN cnocob nnaTexewn, OAHAKO CyLeCTBYHT
MOLLEHHMKM, KOTOPbIE XOTAT MNOMNYYNTb 3TU AEHbIN.

OnNEKTPOHHbIE AEHbIM MNOSIBUIINCb COBCEM HEAABHO U MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOonMCcaHo Npo HUX B 3aKOHaXx.

B Poccum e oHU OYHKLMOHUPYIOT M O HUX YXKe NPOMNncaHo B 3aKOHe, rae Ux pasgensioT Ha
HECKOJTbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHnua B TOM, YTO aHOHUMHbIE - 3TO Te,



B KOTOpbIX paspeluaetca npoBoauTb onepaumn 6e3 ngeHtTudmkaumm nonb3oBaTtens, a B
HeaHOHMMHbIX naeHTUMKKaLma nonb3oBaTens aendetTca ob6a3aTtensHoN.

Takke crnefyeT pasnuyaTtb 3MEKTPOHHble dMaTHble OeHbrM (paBHbl rOCyAapCTBEHHbIM
BantoTam) 1 3reKTPOHHble HednaTHbIe AeHbIM (HEe paBHbl FOCY4apCTBEHHbIM BantoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHbIMU AEHbramu:

1. MpuBsKM K c4ETy MOBUIbHBLIN TenedoH. JTo caMbii yOOOHbIN U ObICTPbIA CNOco6
BOCCTAHOBUTb [OCTYN K cyeTy. [puBssaHHbIi TenedoH NoMoxeT, ecnun 3abyaellb CBOK
nfaTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. llocne nepexona Ha yCUIeHHy aBTopusauuio Tebe
yXe He ByaeT yrpoxaTb ONacHOCTb KpaXkv Unn nepexsara nraTexHoro napons;

3. Bbibepu cnoxHeii naponb. MNMpecTtynHukam GygeT He NpoCTo yragaTb CrOXHbLIA Naponb.
HapexHble naponu - 9T0 Naponu, KOTopble cofepxaT He MeHee 8 3HaKOB U BKIOYaKT B
cebsi CTpo4YHble U NponucHble GyKkBbl, UMAPbI M HECKOSNIbKO CMMBOSOB, Takme Kak 3Hak
aonnapa, yHTa, BocknuuaTtenbHbl 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JoBepseLlb.

OneKTpoHHas noyTa

ONEeKTPOHHas noYTa - 3TO TEXHOSIOrMs U NpefocTaBngemMble el YCryrin rno nepechbisike u
NONYYEHUIO ANEKTPOHHbIX COOBLLIEHMI, KOTOPbIE pacnpeaensaTCa B KOMMNbIOTEPHON CeTu.
OBbI4HO  9MEKTPOHHBLIM  MOYMTOBbLIA  AWMK  BbIMAAAT  crnegylowmm  obpasom:
UMSA_Nonb3oBaTena@umsa_aoMeHa. Takke Kpome nepedayn npocToro TekcTa, umeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl No 6Ge3onacHon paboTe C 3NEeKTPOHHOM NOYTOMN:

1. Hapo BbibpaTb MpaBuibHbIA MOYTOBLIN cepBUC. B MHTepHeTe eCTb OrpoMHbIN BbIGOp
BGecnnaTHbIX MOYTOBbLIX CEPBUCOB, OQHAKO Iyylle 4OBepATb TEM, KOro 3Haellb U KTO NepBbIv
B PEUTUHTE;

2. He ykasbiBa B NMYHOW MOYTE NUYHYO WHGOpMauui. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_haHat@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHyo aBTopusaumnio. ATo Korga NOMUMO Napons HYXKHO BBOOUTb KOA,
npucblinaemsin no SMS;

4. Bblbepn CnoxHbIM Naponb. [Ons Kaxgoro MOYTOBOro silMKa OOSMKEH ObiTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Napofb;

5. Ecrnn ecTb BO3MOXHOCTb HanmMcaTb CaMOMYy CBOM JIMYHbIA BOMPOC, MUCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yhn HECKONbKO MOYTOBbIX SAWMKOB. [lepBbli ONA 4YaCcTHOM MNEepenuckn cC
agpecataMmu, KOTOpbIM Tbl JoBepsielb. OTO 3NEKTPOHHbLIN aapec He Hado MCNosib3oBaTb
npu pernctpaumm Ha doopymax n camTax;

7. He oTkpbiBan cannbl 1 gpyrne BrOXEHUA B NUCbMaXx, JaXe €CIN OHM MPULLNN OT TBOUX
apy3en. Jlydle yTouHn y HUX, OTNpaBnsnn v oHn tebe atn hannsi;

8. Nocne okoHYaHus paboTbl HA NOYTOBOM CEPBUCE Nepen 3aKkpbiTUEM BKNaLKU C CanTOM
He 3abyab HaxaTb Ha "Bbintun".

KnbepOynnuHr nnm supTyanbHoe U3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLLEHNsIMN, coaepXKallnumm ockopbrneHus, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couuanbHoe OOMKOTUPOBAHWE C MOMOLLBK  PasfnnYHbIX
WHTEepPHET-CEepPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiica B 601. Jlyywmin cnocob: nocoBeToBaThbCs Kak cebs BECTU 1, €CrK HET TOro,
K KOMYy MOXHO 00paTuTbCHd, TO BHavane ycrnokouTbcs. Ecnn Tbl HayHewb oOTBeYaTb
ockopbneHnsiMn Ha ockopbneHnst, TO TONbKO eLle Bonblue pasoxKeLlb KOHQINKT;

2. Ynpasnsu cBoen kubeppenytauymnen;



3. AHOHMMHOCTb B ceTu MHuMas. CywecTBylOT Cnocobbl BbIACHUTb, KTO CTOUT 3a
aHOHUMHbIM aKKayHTOM,;

4. He cTonT BECTU XynnUraHCckuin obpas BUPTYyaribHON XU3HW. MHTEepHET hMKCMpyeT BCe TBOM
AENCTBUS U coXpaHseT nx. Yoanutb nx 0ygeT kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBow BUPTyarbHYH YeCTb CMOJIOAY;

6. WrHopmpyn eanHu4YHbIn HeraTue. OgHopas3oBble OCKOPOUTESbHbIE COOBLLEHUA Nnyylle
nrHopmpoBaTb. OBbIYHO arpeccusi NpekpallaeTcsl Ha HadanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLLEHUAMU, B COLMAnbHbIX
CEeTAX €CTb BO3MOXHOCTb BSTIOKMPOBKM OTNPaBKN COOOLLEHMI C OnpeaeneHHbIX aapecos;

8. Ecnm Tbl cBugetenb kmbepOynnuHra. TBOM OENCTBUSA: BbICTYNUTb MNPOTMB
npecnegoBaTens, NokasaTb €My, YTO ero AeNCTBUSA OLEHMBAOTCA HeraTMBHO, NoaaepXxartb
XepTBY, KOTOPOW HYXHa MNCUXonornyeckass NomMoLllb, COOOLWMUTL B3pOChbiIM O hakTe
arpeccyBHOro NOBeAEHNSA B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cMapTdOHbI 1 NNaHLWeThl cogepxat B cebe BNnosiHe B3pOChbln (PYHKLMOHA,
N Tenepb OHWU MOTYT KOHKYpPMpPOBaTb CO CTauMOHapHbIMKU KoMmnbtoTepamu. OgHako, cpeacTs
3aWmThbl Ana NogobHbIX YCTPOWCTB MOKa O4eHb Mano. TecTupoBaHMe 1 MOUCK YSI3BMMOCTEN
B HUX NPOUCXOAUT HE TaK MHTEHCUBHO, Kak Ansa K, To ke camoe kacaeTcst U MOBUITbHbIX
NPUITOXEHNNA.

CoBpeMeHHble MObunbHble Bpays3epbl yXe MpakTU4ecKku OOrHanm HacTOSIbHble aHanorwu,
OAHaKo paclupeHne dyHKUMOHana BnedeT 3a cobon OONbLUYK CHOXHOCTb U MEHbLUYH
3aLUULLEHHOCTb.

[laneko He BCe MPOM3BOAUTENM BbIMNyCKalOT OOHOBIIEHMWS, 3aKkpbiBalOLNEe KpUTUYECKMEe
YSI3BUMOCTU AN CBOUX YCTPOWNCTB.

OcHoBHble coBeTbl Ang 6esonacHOCTM MOBUbHOro TenedgoHa:

Huyero He gaBnseTcs no-Hactodwemy GecnnatHbiM. Byab OCTOpoOXeH, Bedb Korga Tebe
npegnaratoT 6ecnnaTHbIn KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHbIe YCIyru;
Hdyman, npexge yem otnpaeButb SMS, oTO unm Bugeo. Tbl TOYHO 3HaAELb, rae oHn ByayT
B KOHEYHOM uUTore?

Heobxoanmo o6HOBNATL ONepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TeNe(OHOB;

He 3arpyxan npunoxeHna OT HEW3BECTHOrO WCTOYHWKA, Bedb OHW MOrYT coaepXaTtb
BPeOoOHOCHOEe nporpaMMHoe obecneveHue;

Mocne TOro Kak Tbl BblMAeWb C canTa, rge BBOAWUST JIMYHYKO MHopmMauumio, 3anan B
HacTpounku bpaysepa un yganm cookies;

lMeproanyeckn NpoBepsiv, Kakme nnaTHble YCNyrn akTMBMPOBaHbI HAa TBOEM HOMEPE;
[aBan cBon HOMep MOOUNBHOrO TenedgoHa TOMbKO FAAM, KOTOPbIX Thl 3HaELWb U KOMY
AoBepseLlb;

Bluetooth gosmkeH ObITb BbIKIOYEH, KOrga Thl UM He nonb3yelwbes. He 3abbiBan nHorga
NpoOBepPATb 3TO.

Online wvrpbl

CoBpeMeHHble  OHNaWH-Urpbl - 3TO KpacCOYHble, 3axBaTbiBalOWMe pasBreyeHus,
obbeanHsALWME COTHM ThICAY YeToBEK MO BCeMy MUpy. Irpokn nccnegyroT AaHHbIN UM MuUp,
obwalTcs Apyr C APYroMm, BbIMOMHSAKT 3a[aHus, CPaXalTCsd C MOHCTpaMu U nonydartoT
onbIT. 3a yOoBOMbCTBME OHM MNATAT: MOKYyNakwT OUCK, OnfiayvnBaroT aboHEMEHT unu
npnobpeTaroT Kakme-To Onuun.

Bce atn cpenctea nayT Ha nogaepkaHue 1 pasBuTre Urpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpM3aLMK, BbINyCKAOTCA HOBble naTyn (umMdpoBble
3annaTtku 4ns nporpamm), 3akpbiBatoTCs YsI3BMMOCTU CEPBEPOB.



B nogo6HbIX nrpax CTOMT onacaTtbCsl He CTONMbKO CBOMX CONEPHUKOB, CKOSTbKO KpaXun TBOEro
napons, Ha KOTOPOM OCHOBaHa cUcCTeMa aBTopusauumn 6oMbLIMHCTBA Urp.

OcHoOBHble coBeTbl MO 6€30NacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnv gpyron urpok BegeT cebs nnoxo unm cosgaet Tebe HenpusaTHOCTU, 3abnOKMpyn ero
B CMUCKE UIPOKOB;

2. MNoxanynca agMUHUCTpaTopaM Urpbl Ha NoxXoe NnoBedeHne 3TOro Urpoka, XxenateribHo
NPUITOXNTb Kakne-To JoKa3aTenbCTBa B BUAe CKPUHOB;

3. He ykasbiBan fiM4Hy0 MHOpMaLmio B Npodansie urpbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTin n Mogbl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. [Jaxe BO BpeMsA Urpbl He CTOUT OTKMYaTb aHTMBUpYC. [loka Tbl uUrpaellb, TBOM
KOMMNbIOTEP MOTYT 3apasuThb.

PULLINHT UK Kpaxa NNYHBIX OaHHbIX

O6blyHOM Kpaxken geHer N JOKYMEHTOB CErofHs yXXe HUKOro He yauBULb, HO C pasBUTUEM
WHTEPHET-TEXHOSTOMMIN 3ITIOYMBbILLIIEHHUKN MNEepPeMEeCTUNIUCb B WHTEPHET, M NpoJoSnKaoT
3aHMmaTbes "nbumsbiM" genom.

Tak nosiBUNacb HoBas yrposa: MHTEPHEeT-MOLUEHHMYEeCTBa WU (PULLKHF, rNaBHas uUesb
KOTOPOro COCTOUT B MOSTyMEHUU KOH(PUAEHUMNANBHBIX JaHHbIX MOfb30oBaTenen - NormHoB U
naponen. Ha aHrnunckom s3bike phishing uMtaetcs kak domwmHr (ot fishing - peibHas noens,
password - napornb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnn Tbl nogo3peBaeLlb, YTO TBOSA aHkeTa bblna B3nomMaHa,
TO Heobxoanmo 3abriokupoBaTb €e U coobLWNTb agMUHUCTpPaTopam pecypca 06 3TOM Kak
MOXHO CKOpee;

2. WNcnonb3yn 6e3onacHble BeG-canTbl, B TOM YMCIE, MHTEPHET-MAra3smHOB M MOMCKOBbIX
cucTem;

3. Wcnonb3yin cnoxHble 1 pasHble naponu. Takum obpasom, ecniv Tebs B3nomaroT, TO
3M10YyMbILWIEHHUKM MofydaT AOCTYMN TOMbKO K OQHOMY TBOEMY Mpodusio B CETU, a He KO
BCEM,;

4. Ecnun Tebsa B3nomanu, To HeobxoauMo npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
pobaeneHbl y Teba B Apy3bsix, O TOM, 4YTO Teba B3noManu u, BO3MOXHO, OT TBOErO MMEHMU
OygeT paccbinaTtbCa cnam M CCbIfKN Ha (PULLNHIOBbIE CanThl,

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNIOYKM coxpaHeHne napond B bpaysepe;

7. He oTkpbIBan thansbl 1 apyrne BroXeHNsa B NMCbMax, LaXe eCinn OHWU MPULLIKU OT TBOUX
Apy3en. Jlydle yToYHN Y HUX, OTNpaBnanu niv oHn Tebe atu dpannsl.

Lindposas penytaums

LindpoBas penytaumsa - aT0 HeraTuBHas uUnv nos3UTMBHasA MHopmaums B cetn o Tebe.
KomnpomeTupyowaa uHpopmaums, pasMelleHHas B WHTepHeTe, MOXeT Cepbe3HbIM
obpas3om OTpasnTbCA Ha TBOEW peanbHOW Xu3HWU. "LindpoBas penytaumsa” - 9TO TBOM
UMUOX, KOTOPbIN hopMmmpyeTcsa n3s nHpopmaumm o Tebe B MHTEPHETE.

TBOE MecTO XuTenbcTBa, y4ebbl, TBOE PUHAHCOBOE NOSIOXKEHNE, OCODEHHOCTU XapakTepa
N pacckasbl 0 6Nn3KMX - BCe 3TO HaKannmMBaeTCcs B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCA K MNybrvkaumm nuMYHOM WMHopMauun B
NHTepHeTe, He NOHMMas BO3MOXHbIX MOCreAcTBUM. Thbl JaXe He CMOXellb JoragaTtbCs O
TOM, YTO hboTorpacums, pasmeLleHHasa 5 neT Ha3ag, ctana NPUYNHON OTKasa NPUHATL Tebs
Ha paborTy.



KommeHTapuu, pasmelleHne TBoux otorpadpum n gpyrne encTBUS MOryT HE UCHE3HYTb
Aaxe nocre Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHopMauumto,
nonasna fm oHa B NOUCKOBbIE CUCTEMbI U COXPaHWUNAcCh SN OHa, a rMaBHOE: YTO NoAyMatoT O
Tebe okpyxatuime noan, KoTopble HanayT U yBUAAT 3T0. Hantn nigopmarmio MHOro net
CnycTs CMOXeT Ntobon - kKak M3 A06pbIX NOBYKOEHUI, TaK U C HAMEPEHNEM NPUYUHUTL BPEA.
OTO MOXET ObITb KTO YrogHo.
OcHOBHbIe COBETbI NO 3aLuTe UMpoBON penyTaummn:
1. Mopyman, npexage 4em 4to-TO nybnukoBaTb M nepefaBaTtb y cebs B 6rore vnm B
couunanbHOu CeTu;
2. B HacTpownkax npocuns yCTaHOBWU OrpaHMYeHNA Ha MPOCMOTP TBOEro npodund u ero
CcoAepXXMMoro, caernam ero TofnbKo "ansa apysen”;
3. He pasmeLuain n He ykasbiBa UHGOpPMaLUIO, KOTOpasi MOXET KOro-nnmbo ockopbnsaTb unm
obmxatb.
ABTOpPCKOE npaBo
CoBpeMeHHbIe LLKOSTbHUKN - aKTUBHbIE NOSib3oBaTeNny LUMGpPoBOro npoctpaHcTea. OgHako
Aaneko He BCe 3HAKT, YTO MNOSIb30BaHME MHOTMMU BO3MOXHOCTAMU LMGPOBOro mupa
TpebyeT cobnogeHns npaB Ha UHTeNNeKTyanbHyt0 COOCTBEHHOCTb.
TepMunH "WHTENnekTyanbHasd COOCTBEHHOCTb" OTHOCUTCA K pPasfnUYHbiM  TBOPEHUAM
4YerioBeYeCKOro yma, HadmHas C HOBbIX M300peTeHun U 3HakoB, 0603Ha4YaroLLmMX
COBCTBEHHOCTb Ha nNpOAYKTbl W YCRyrn, W 3akaHumBasi KHUramu, doTtorpadumsamu,
KNHO(UIIbMaMu 1 My3blKasibHbIMU MPOU3BEAEHUAMM.
ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNeKTyanbHyt COBCTBEHHOCTb Ha MpPOM3BeLEeHMS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNAKT B KA4eCTBe rapaHTum Toro,
YTO WHTENneKTyanbHbI/TBOPYECKUA Tpya asTopa He OyadeT HanpacHbiM, AacT emy
crnpaBeaniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOero Tpyda, nosyyuTb
N3BECTHOCTb M Npu3HaHune. H1kTo 6e3 paspeLLeHnsa aBTopa He MOXeT BOCMPOM3BOAUTb €ro
npounsseneHue, pacrnpocTpaHsTb, nyGnmn4Ho AEMOHCTPUpOBaTb, npogasaTb,
MMNOPTUPOBATb, MycKaTb B NPOKaT, NyGIIMYHO NCNOMHATL, NOKa3biBaTb/MCNOMHATL B achupe
nnu pasmewatb B IHTepHeTe.
Mcnonb3oBaHue "nupaTckoro" nporpamMmHoOro obecnedyeHusi MOXeT MPUBECTU K MHOIMMM
puUckam: OT NOTepu LaHHbIX K TBOMM akkayHTam OO OfOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBMEHa HerneranbHag nporpamma. He crtout Takke 3abbiBaTb, YTO CYLLIECTBYOT
nerasnbHble K BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTU B CETU.
O noprane
CeTeBUYOK.p - TBOM MMaBHbIN COBETYMK B CETU. 34ECHb Thl MOXELLb Yy3HaTb O 6e30MnacHOCTU
B CETW MOHATHbIM M AOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTMYECKOW CUTyauuu
obpatntbCs 3a cCOBETOM. A Takke MPUHSATb ydacTue B KOHKYpCax U CTaTb CaMbiM LG POBLIM
rpaxgaHnHom!

MpunoxeHne N 3

NAMATKA ONA POOUTENEN OB UH®OPMALIMOHHON BE30MNACHOCTW OETEU

OnpepenexHne TepmuHa "vHopmMaumoHHas ©e3onacHOCTb AeTen" coaepXuTca B
®epepanbHom 3akoHe N 436-d3 "O 3awmte geten oT nHpopMaumm, NPUYMHSIOLWEN Bpea
X 300POBbIO M Pa3BUTUID", PENYNIMPYIOLMM OTHOLLEHUS, CBA3AHHbIE C 3aLMTON AeTen OT
NHpopMauun, NpUYNHSIOLWEN Bpead UX 340pOBbi0 U (Mnn) passutuio. CornacHo gaHHOMY
3aKoHy "MHMOpMaUnoHHas Ge3onacHoOCTb AeTen" - 3TO COCTOSIHME 3alUMLLEHHOCTU, MpuU
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NMPUYMHEHMEM MHOpMaUnen Bpeaa nx 30OopoBbi0
n (Mnun) punsndeckomy, NCUXMYECKOMY, LYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuUnMHAOLWLEN Bpes 300pOBbIO U
(Mnn) passuTuo geTen, aBnseTcs:



1. tHOpMaUms, 3anpeLLeHHas ansa pacnpocTpaHeHna cpeaun aeTen;

2. NHJopmMauns, pacnpoCTpaHeHUe KOTOPOM OrpaHM4YeHO cpeau OeTen onpeneneHHbIX
BO3paCTHbIX KaTeropun.

3. K uHopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean geten, OTHOCUTCS:

4. Hdpopmaums, nobyxaatowan aeTen K COBEPLUEHMIO 4ENCTBUI, NPeACTaBNAOLLMX Yrpo3y
NX XKU3HU U (MNn) 300POBbLI0, B T.4. MPUYUHEHWIO Bpeda CBOEMY 30POBb0, CaMOyOUNCTBY;
5. cnocobHOCTb BbI3BaTb Yy [AeTen xenaHume ynoTpedbuTb HapKoTMYeckue CpeacTsa,
NCUXOTPOMHbIE U (UNM) oAypMaHUBaloLLMe BeLlecTBa, TabayHble 13nenus, ankoronbHy u
cnvpTocoAepXallyo NPOoAyKUUIo, NMMBO M HaNWUTKW, U3roTaBiMBaeMble Ha €ro OCHOBE;
NPUHSATL y4acTue B a3apTHbIX uUrpax, 3aHMMaTbCs MPOCTUTYUUen, BpOaAsKHUYECTBOM U
NonpoLIaNHNYECTBOM;

6. obocHoBbIBalLaa unu onpasgsiaroLlas AonyCTUMOCTb HAaCUNna u (UNn) >XeCTOKOCTU
nnbo nobyxaatoLasn ocyLecTBNATb HACUNBCTBEHHbIE AENCTBUSA MO OTHOLLEHMIO K NIOAAM U
XWBOTHbIM;

7. oTpuuarLwas ceMenHble LeHHOCTU U (hopMUpYIoLLasa HeyBaXKeHe K poanTenam u (unm)
APYTMM YfieHam CeMbM;

8. onpaeabiBatoLLasi NPOTMBONPaBHOE NoBeAEHNE;

9. cogepxallas HeLueH3ypHYHo BpaHb;

10. cogepxawas MHpopmaumo NopHorpadmnyeCcKoro xapakrepa.

K uHpopmaumm, pacnpoctpaHeHne KOTOPOW OrpaHuYeHo cpean geTen onpeneneHHoro
BO3pacTa, OTHOCUTCS:

1. wHdopmaumsa, npeacTaBnsgemas B BuAe M300paxeHUss UM OMUCAHUA XXECTOKOCTMH,
dmamyeckoro  u  (UNIM)  MNCUXMYECKOrOo  Hacunus,  MPecTynneHns  Unm  UHOro
aHTUOOLLEeCTBEHHOrO AENCTBUS;

2. BbI3blBawLWlasa y AeTen cTpax, yXac WM nNaHuky, B T.4. npeAcrtasnsemas B Buae
N306paxkeHna N OnNUCaHMa B YHWXKAIOWENW YenoBevyeckoe [JOCTOMHCTBO dopme
HeHacuUnNbCTBEHHOW cMepTH, 3aboreBaHusi, camoybuncTea, Hec4acTHOro criyyasi, aBapuu
Unu katacTpodbl U (MNKn) Nx NOCNeacTBUN;

3. npegcraBnsemMasi B BMAe M3006paxkeHUs UMM OnuMcaHusi NOMoBbIX OTHOLUEHUW Mexay
MY>KYMHOW U XKEHLLMHOWN;

4. cogepxawasa bpaHHbIe CroBa U BbIPaXXeHWs!, HEe OTHOCALLMECH K HELLEH3YpHOM BpaHu.

C yyeTtom atoro Bam npeanaratotca npasuna paboTbl B ceTu VIHTepHeT Ans pasnuyHbiX
BO3pacCTHbIX KaTeropum, cobrnogeHne KoTopbiX NO3BONUT obecnevntb MHGOPMaLMOHHYH
©e3onacHOCTb BalUUX AETEN.

O6wwue npaBuna ons poantenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ynTe nporpammHoe obecneveHue,
nomorawulee GuIbTpoBaTb W KOHTPONMPOBaTb MHGOPMAUMIO, HO He noraramtechb
NOMHOCTbIO Ha Hero. Bale BHMMaHMe Kk pebeHKy - rmaBHbIN METOA 3aLUThI.

2. Ecnn Baw pebeHoK MMeeT akkayHT Ha OAHOM M3 coumarnbHbiX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMaTENbHO U3y4nTe, Kakyto MHPOPMaLUIO NOMELLA0T
€ro y4acTHUKKN B CBOMX Npodhuniax n 6rorax, Bkntodasa potorpadumn n Bugeo.

3. NpoBepbTe, C KAKMMKN APYrMMU CanTamu CBSI3aH couunarnbHbli cepBuc Balwero pebeHka.
CtpaHunykn Bawero pebeHka moryT 6b1Tb 6e30nacHbIMKU, HO MOTYT U COAEPXKaTb CCbINIKN Ha
HexxenaTernbHble U ONacHble CanTbl (Hanpumep, NOPHOCAWT, UMM CanT, HA KOTOPOM Opyr
yNnOMUHaET HOMep COTOBOro TenedoHa Bawero pebeHka nnm Baw gomaluHui agpec)

4. Moowpante Bawunx geten coobwate 060 BCEM CTPaHHOM UMK OTTarKMBaloLWEM U He
CNULLKOM OCTPO pearupymTte, Korga oHu 3To genatT (M3-3a onaceHus NoTepaTb A0CTyn K
NHTepHeTy AeTn He roBOPAT poaMTensiM o npobriemax, a Takke MOryT HavyaTb MCMoNb30BaTh
NHTepHeT BHE AOMa U LLKOSbI).



5. ByabTe B Kypce ceTeBoW »u3Hu Bawero pebeHka. VIHTepecynmTecb, KTO UX Opy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb peasibHbIMU ApY3bsiMW.

BospacTt o1 7 go 8 net

B WNHTepHeTe pebeHoK cTapaeTcsi NOCETUTb T€ UMW MHblE CalTbl, @ BO3MOXHO U 4aTthbl,
paspelleHne Ha MnocelleHne KOTOpbIX OH He nonyuun Obl oT pogutenen. [loatomy
poautensamMm ocobeHHO nonesHol OyayT Te OT4yeTbl, KOTOpble nNpefoCTaBMsTCS
nporpaMmmamMu rno orpaHNUYeHunto ncnonb3osaHus VIHTepHeTa, T.e. POAUTENbCKUA KOHTPOIb
UM TO, YTO Bbl CMOXETE YBMAETb BO BpPeMeEHHbIX dpannax. B pesynbrate, y pebeHka He
OyaeT oLyLleHnst, YTO 3a HUM BeLeTCs MOCTOSIHHbIN KOHTPOMb, OAHaKo, poauTtenu 6yayt
no-npexHemMy 3HaTb, KakMe canTbl nocewiaet ux pebeHok. [eTn B OaHHOM Bo3pacTe
obnagatoT CUbHbIM YYBCTBOM CEMbW, OHW AOBEPYMBLI U HE COMHEBAIOTCA B aBTOpUTETAX.
OHu nbatT urpate B ceTeBble Urpbl UM nyTewectsoBatb MO VHTepHeTy, Mcnonb3ys
3NEKTPOHHYIO NOYTY, 3aXOANTb Ha CanTbl U YaTbl, HE PEKOMEHOOBaHHbIE POAUTENAMM.
CoBeTbl No 6e3onacHocTn B cetn IHTepHeT ans geten 7 - 8 net

1. Cosgante CnNMCOK AOMAaLUHMX MpaBui noceleHna MHTepHeTa npu ydactum geten u
TpebyinTe ero BbINOMHEHWS.

2. Tpebynte ot Bawero pebeHka cobMOOEHUS BPEMEHHbIX HOPM HaxoXAeHus 3a
KomnbtoTepoM. lNokaxnte pebeHky, 4To Bbl Habniogaete 3a HUM He NoTomy 4yTo Bam 3To
xo4yeTcs, a notTomMy 4To Bl 6ecnokonTtech 0 ero 6e3onacHOCTU 1 BCerga rotoBbl €My MOMOYb.
3. KomnbtoTep ¢ nogkntoveHnem kK MIHTEpHETY AOSMKEH HaxoauTbes B obLen komHaTe nog
NPUCMOTPOM poauTenen.

4. VicnonbaynTte cneumanbHble 4eTCKME NOMUCKOBbIE MAaLUMHbI.

5. Vicnonb3ynte cpeactBa GrOKMPOBaHUS HeXeNnaTerbHOro KOHTEeHTa Kak OOMOoSIHEHUE K
cTaHgapTHOMy PoauTensckomy KOHTPOSHO.

6. CosganTe CEeMEWHbIM 3MEKTPOHHbIA  AWKUK, 4YTOObl He MnO3BONUTb AETAM UMETb
cobCcTBEHHbIE agpeca.

7. bnokvpynte poctyn K camtam c 6ecnnaTtHbIMX MOYTOBLIMWU SLLMKAMU C MOMOLLBHO
COOTBETCTBYIOLLErO NPpOrpaMmMHoro obecneveHus.

8. [lpuyunte peten coBeToBaTbCs C Bamu nepeg onybnvkoBaHMeM  Kakon-nmbo
NHOPMaUUM CpeacTBamMu  IMEKTPOHHOM MOYTbl, 4YaTOB, PErMcTpauMOHHbLIX (opM WU
npodunen.

9. HayuuTe geten He 3arpyxaTb hansnbl, nporpammbl UnNn My3blky 6€3 BaLlero cornacusi.
10. He paspelwante getsam ncnonb3oBaTb Cry>XObl MTHOBEHHOMO 0OMeHa CoobLeHNAMN.
11. B "6enbin" cnncok canToB, paspeLUeHHbIX ONA NOCELLEHNS, BHOCUTE TONMbKO CalTbl C
XopoLuen penytaumnen.

12. He 3abbiBanTe 6ecenoBaTb C AeTbMM 006 ux apy3bsx B IHTepHeTe, kak ecnn Bbl peyb
Lna o Apy3bsx B pearibHOM XXU3HW.

13. He penante "taby" n3 BONpoCoB NOSIOBOW XU3HN, TakK Kak B VIHTepHeTe AeTn MOryT nierko
HaTKHYTbCA Ha NopHorpaduio nnu canTbl "Onsa B3pocnbIxX”.

14. MpwuyunTte Bawero pebeHka coobuiaTte Bam 0 NobbIX yrpo3ax unm TpeBorax, CBA3aHHbIX
¢ MIHTepHeToM. OcTaBanTecb CMOKOMHLIMU U HAanNOMHUTE OETSIM, YTO OHU B 6e3onacHoCTH,
€CI1 caMu pacckasanu Bam 0 CBOMX TpeBorax. [loxBannte nx n nocoBeTymnTe NO4OUTU eLLe
pa3 B Nog00HbIX criydasx.

BospacTt geten ot 9 go 12 net

B paHHOM BO3pacTe geTu, Kak npaBumio, yXXe HachbllwaHbl O TOM, Kakas uHdopmaums
cywectByeT B VIHTepHeTe. CoBepLLUEHHO HOPMAaribHO, YTO OHM XOTAT 3TO YBUAETh, MPOYECTb,
ycnbiwaTh. [1pn 3TOM HY>XHO MOMHUTbL, YTO AOCTYN K HEXenaTeSlbHbIM MaTepuanam MOXHO
nerko 3abnokmpoBaTtb Npy1 NOMOLLN cpeacTB POaAnTEenbCKOro KOHTPOS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net



1. Co3ganTte CNMCOK AOMAalUHUX npaBun noceweHns WMHTepHeT npu yvactum geten wm
TpebyinTe ero BbINOMHEHWS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss HOPpM HaxoXAeHUSA 3a KOMMbITEPOM.

3. Habnwopgante 3a pebeHkoM npu paboTe 3a KOMMLITEPOM, MOKaXUTE emy, YTO Bbl
BGecnokoutecb 0 ero 6e30nacHOCTM 1 BCeraa rotoBbl OKa3aTb €My NOMOLLb.

4. KomnbloTep ¢ nogknoyeHmem B VIHTEpPHET QOMMKEeH HaxoauTbCs B 0OLLe KOMHaTe nog
NPUCMOTPOM poauTenen.

5. Micnonb3ynte cpeactea GrOKMPOBaAHUA HEXenaTenbHOro KOHTEHTa Kak OOMOSHEHME K
cTaHgapTHOMy PoanTenibCKoMy KOHTPOSHO.

6. He 3abbiBaliTe npMHMMaTb HENOCPEACTBEHHOE yYacTmne B XU3HU pebeHka, 6ecegoBathb C
AetbMu 06 nx apy3bsx B IHTepHeTe.

7. HactamBaite, 4TObbl 4E€TM HUKOrA4a He cornallanncb Ha fMYHbIe BCTPEYN C APY3bAMU MO
NHTepHeTy.

8. No3BonsanTe AeTaM 3axoAMTb TOMbKO Ha canTbl U3 "Genoro” cnmcka, KOTopbI co3ganTe
BMECTe C HUMWN.

9. MNpuy4nTe geTen HUKOr4a He BblgaBaTh IMYHYKO MHPOpMaLMIO cpeacTBaMn 3N1EKTPOHHOM
NnoYyTbl, YaToOB, CUCTEM MrHOBEHHOro obmeHa COoOBLLEeHNAMU, PErncTPaumMOHHbIX POpM,
NNYHBIX Npodounen 1 Npu pernctTpaumm Ha KoHKypcbl B IHTepHeTe.

10. MNpuyyunTe geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHuns. O6bAcCHUTE UM,
4YTO OHW MOTYT CryYarHO 3arpysvTb BUPYCbl UMM APYroe HexenaTtenbHoe nporpaMmmHoe
obecneyeHne.

11. Cospante Bawemy pebeHKy OrpaHMYEeHHYK Y4YeTHyl 3anucb Ana paboTbl Ha
KOMnbloTepe.

12. NpunyunTte Bawero pebeHka coobuiats Bam 0 Nobbix yrpo3ax unun Tpeeorax, CBsA3aHHbIX
¢ NHTepHeTOM. HanomMmHuTe aeTam, 4To OHM B 6e30nacHOCTH, ecrnn caMn pacckasanu Bam O
CBOUX TPEBOrax u onaceHunsx.

13. Pacckaxute getsim o nopHorpadumn B IHTepHeTe.

14. HactanBanTe Ha TOM, 4TOObI OE€TM NPeaOoCTaBnANM BaM OOCTYN K CBOEWN 3NEKTPOHHOM
noyte, 4tobbl Bbl Y6eOMUINChb, YTO OHU He 00LalTCa C HE3HAKOMUAMN.

15. Ob6baAcHuTe pgeTaM, YTO Hemnb3s UCMonb3oBaTb CeTb  ANA  XyNUraHcTsa,
pacrnpoCcTpaHeHusi CnneTeH Unn yrpoas.

Bospact geten ot 13 go 17 nert

B aTtom BoO3pacTte nogpOCTKM aKTUBHO MCMOMb3YHT MOUCKOBbIE MalUMHbI, MOJSIb3YHTCS
9NEKTPOHHOM MOYTON, cny>X6aMy MTHOBEHHOrO 0bMeHa COOBLLEHNSIMN, CKAaYNBAOT MY3bIKY
n punbmbl. Manbynkam B 3ToM Bo3pacTte 6onblLue No HpaBy CMeTaTb BCE OrpaHUYeHunsi, OHU
XaxayT rpyboro romopa, asapTHbIX Urp, KapTUHOK "Ansa B3pocnbix". [leBoYkm npeanoymTtaroT
obwatbca B 4YaTax, NpuM 9TOM OHW ropa3go Oonee YyBCTBUTESIbHbI K CeKCyalibHbIM
aomorartenscrteam B VIHTepHeTe.

3ayacTylo B gaHHOM BO3pacTe poauTEeNsiM yXe BeCbMa CrOXHO KOHTPONMpoBaTb CBOUX
aeTen, Tak kak 06 VIHTepHETEe OHM yxxe 3HAKT 3HAaUYUTENbHO Bonblle CBOMX poauTenen. Tem
He MeHee, He oTnyckanTe geten B "cBobogHoe nnaeaHue" no WHTepHety. Ctapantecb
aKTUMBHO y4yacTBOBaTb B 06LwweHnn pebeHka B MIHTepHeTe.

BaxHo no-npexHemy ctporo cobniogatb npasuna MHTepHeT-6€30nacHOCTU - cornalleHne
Mexay poautenamu n getbmu. Kpome Toro, He06X0AMMO Kak MOXHO Yalle npocmMaTpusaTtb
oTyeTbl O pJeatenbHocTM pgeten B WHTepHeTe. CnegyeTr o6paTuTb BHUMMaHWE Ha
HeobXoOMMOCTb COOEepXaHUs pPoaMTENbCKUX naporien (naponen agMuMHUCTPaToOpOB) B
CTPOrom cekpeTte 1 obpaTuUTb BHUMaHME Ha CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTK B 3TOM Bo3pacTte oT 13 go 17 net



1. Co3ganTe CNUCOK AOMaLUHUX NpaBun noceleHns MIHTepHeTa npu y4actum NoapoOCTKOB U
TpebynTte 6e3ycrnoBHOro ero BbinosiHeHusi. ObroBopuTe ¢ pebeHKOM CMUCOK 3anpeLeHHbIX
cantoB ("4epHbli cnucok"), Yacbl paboTbl B WHTepHeTe, pyKOBOACTBO MO OO6LiEHMIO B
NHTepHeTe (B TOM yncre B YaTax).

2. KomnbloTep € NoaknoyYeHnem K cetm MHTepHeT AomKeH HaxoanTbea B 0bLLEN KOMHATE.
3. He 3abbiBanTe becenoBaTh C 4eTbMU 00 NX Apy3bsax B IHTEPHETE, O TOM, YEM OHU 3aHSAThI
Takum obpasom, ByaTo peyb ngeT o Apy3bsix B peanbHOn XusHu. CnpawmanTe o nigsax, ¢
KOTOopbIMM AeTu obLiaTcs NocpeacTBOM CrykX6 MrHoBeHHoro obmeHa coobLieHnamu,
4YTOOLI YO6EeauTbCs, YTO 3TW NIOAN UM 3HAKOMBI.

4. Ncnonb3ynTte cpencrtea OnokMpoBaHUA HeXenaTenbHOro KOHTEHTa KakK [OMOSIHEHUE K
cTaHgapTHOMYy PoanTenbckoMy KOHTPOSHO.

5. Heobxogumo 3HaTb, KakMMu 4YaTamm nonb3ywoTcsa Bawu petn. [NoowpsnTte
MCNoNb3oBaHMEe MOAEPMPYEMbIX 4aTOB W HacTamBawTe, 4TOObl OeTM He oblwanucb B
NpUBaTHOM peXnme.

6. HactamsaniTte Ha TOM, YTOObI 4€TK HUKOrAa He BCTPeYanucb NIMYHO C APY3bSMU U3 CETU
NHTepHerT.

7. MNpuyunte geTten He BblAaBaTb CBOK NUYHYH MHGOPMaLMIO cpeacTBamMu 3NEKTPOHHOM
NnoYTbl, 4YaToOB, CMCTEM MIHOBEHHOro ObmeHa CcoOoOLEHNAMU, PErUCTPALMOHHBIX GOOpPM,
NUYHBIX NpoUNEen N Npyn permcTpauumn Ha KoHKypcbl B IHTepHeTe.

8. MNpuyunTte geTten He 3arpyxaTb nNporpammbl 6e3 Bawero paspelieHms. O6bACHUTE UM,
YTO OHM MOTYT CIyYaHO 3arpy3vTb BUPYCbl UMW OPYroe HexenaTerbHoe NporpamMmmHoe
obecneyeHue.

9. MNpuyunte Bawero pebeHka coobliaTte BaM 0O NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX
¢ VInTepHeTOM. HanomHuTe geTsim, 4To OHM B 6€30MacHOCTH, eCnn caMn pacckasanu Bam,
0 CBOMX Yrpo3ax unu tpesorax. [loxsanuTe nx n NocoBeTynTe NOLONTM eLLe pa3 B NOA0OHbIX
cny4vasx.

10. Pacckaxute getam o nopHorpadgum B IHTepHeTe. [Nomornte um 3awmtmnTbCsa OT cnama.
Hayunte nogpocTKoOB He BbliAaBaTh B VIHTEpHETE CBOEro peanbHOro afeKTPOHHOro agpeca,
He OTBeYaTb Ha HexenaTenbHble MNUCbMa M UCMONb30BaTb CreuunanbHble MNOYTOBbIE
ounNbTPLI.

11. Mpuy4unte cebsa 3HaKOMUTBLCSA C canTaMu, KOTopble NOceLatT NOAPOCTKM.

12. Hayunte geten yBaxatb ApyrMx B MHTEpHETE. Y6eamTech, YTO OHU 3HAKT O TOM, YTO
npaBuna XopoLuero NoBeaeHst AEUCTBYIOT Be3ae - AaXe B BUPTyarbHOM MUpE.

13. O6bsAiCHUTE AETAM, YTO HU B KOEM CIlyvae Henb3s ucnonb3oBaTtb CeTb 4N XyNMraHCTBa,
pacnpocTpaHeHns CnneTeH Unn yrpos Apyrum Niogam.

14. Obcyante ¢ nogpocTkamu NpobrieMbl CETEBLIX a3apPTHLIX UIP U UX BO3MOXXHbIA PUCK.
HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COTNACHO 3aKOHY.

[MocTossAHHO KOHTponupynTe wucnonb3oBaHne WHTepHeTa Bawwum pebeHkom! 310 He
HapyLleHne ero SIMYHOro NPOCTPaHCTBA, a Mepa NpPeaoCTOPOXHOCTU U NposiBreHne Bawwen
pPOOUTENBCKOWN OTBETCTBEHHOCTU N 3a60Thl.



